M The RiskMan project

As part of an applied science assignment commissioned by the
State Agency for Information Technologies and Communications
(SAITC), since 2008 a team of the Mathematics and Informatics
Department at the St Kliment Ohridski University of Sofia has been
developing, together with the Agency for Sustainable Development
and Euro-integration (ASDE) and several other research and civil
organizations, a web-based system for registration, visualisation and
application of data and analyses of risk using the R‘FMEA method
for monitoring and preventive resource management of disaster risk
called Risk Manager, or RiskMan for short.

Since June 2008 the system has been implemented for pilot
usage in the St Kliment Ohridski University of Sofia and in December
2008 it was deployed in SAITC. So far the system has been used for
pilot registration, monitoring and preventive resource management
of disaster risk in mayor's offices in municipalities in the regions of
Rousse and Gotse Delchev, Bulgaria.

Thanks to the web-based system it is possible to collect data in a
decentralised way by mayoralties in the municipalities of the
Republic of Bulgaria whereby the administration of the process in
mayoralties is performed in the respective municipality. For this
purpose, privileges to administer the process within the municipality
are granted by the system administrators. Thus, at mayoralty level
authorised system users are able to insert information about risk
event, regularity, severity, impact and many other risk parameters
regarding zones and objects of injury, as far as about technical
facilities to prevent the risk. The collected information is used to
formulate integrated risk assessments for the different types of
disaster events, as well as the tendency for risk change.
Geographical risk maps and risk tendency maps are then
automatically generated for mayoralties, municipalities and regions,
which can be used by both the state administration in the planning
of measures to reduce existing risks and monitor their
implementation, as well as by private entities in implementing their
investment plans.

The RiskMan system is part of Bulgaria's operational capacity
built at the moment for data collection and management and

provision of services under the European programme for Earth
observation - Global Monitoring for Environment and Security
(GMES). At the level of the state administration the application of
the system and the co-ordination with the municipalities is expected
to be performed by the Ministry of Transport, Information
Technologies and Communications through the Executive Agency for
Electronic Communication Networks and Information Systems, the
Spatial Databases Department of the Information and
Communication Systems Department. &

%Risk assessment and management by R“FMEA

RFMEA is a method for risk assessment and risk management in
general and disaster risk in particular, and of the measures and
resources for risk mitigation and their effective planning and
management. The method is also used for managing the
maintenance and control of the equipment for the protection against
disaster risk. RFMEA is intended for the primary administrative and
management units which have a bearing on the collection of data
and the formulation of measures for risk assessment and risk
management, and offers an interactive and simplified approach and
language that are easy to understand and use even by ordinary
people. R‘FMEA deals with the management of risk and the
resources for prevention against future events before an emergency
or a disaster occurs, and only provides information for crisis
management without being involved in the management itself. The
data collected and collated with R“FMEA and RiskMan may be used
in the evaluation and planning of investments in measures and
facilities for protection against natural disasters in project financing
at the local, municipal or regional level.

The key elements for risk assessment and approach to risk are
based on FMEA (Failure Mode Effects Analysis) methodology and the
application developed for the management of risk and preventive
measures RFMEA. Risks are measured by four parameters:
vulnerability (R), probability (P), measure or control (action) effect
(N), whereby these four parameters provide an overall risk factor
RPN, according to the FMEA standard. The (F) parameter of R‘FMEA
is an indicator of the effectiveness or urgency of a proposed new
measure or a series of measures for prevention and control. The

four parameters therefore provide the complex risk factor (F), as the
product of the multiplication of the four factors, (R), (P), (N), and
(F). Separately, a factor of social vulnerability is calculated as a
function of the above parameters, the age dependence and the
gross domestic product of the mayoralty/municipality. All risk
parameters are rated in a scale of 1 to 10, with 1 as the most
favourable and 10, the least favourable, and are selected from
tables adjusted to the respective risk cause. &

% About the system

RiskMan is a multi-user web-based system with different access
levels enabling registration, visualisation, and use of data and
analyses provided through the R‘FMEA method for monitoring and
preventive resource management of disaster risk. The system has
been designed as a client-server application accessible to end users
by means of Microsoft's Internet browser. To enable portability,
RiskMan was developed using PHP and JavaScript, under Windows
XP operating system. The product was tested on Apache servers.
MySQL database is used for data storage and access. The software
technologies and applications used in RiskMan enable the easy
migration of the system to other platforms.

The access to the RiskMan system provides an opportunity for
entering, supervising and correcting data at the level of mayoralty
and the level of municipality. Four different user roles have been
defined with authorised access in the system, e.g. system
administrator, administrator of municipality, operator in mayoralty
and visitor, each with their own fixed rights. While a visitor can only
review the data input for all municipalities, mayoralties, crisis events
and technical facilities, the operator in the respective mayoralty can,
in addition to this, enter and edit data about the mayoralty he/she
has been assigned with, and data about both crisis events and
technical facilities. The operator is required to provide a description
of the crisis event and the damage area through assigning means of
identification and cause of occurrence. The creation and
administration of operators in mayoralties is performed by the
administrator in the respective municipality, who in his/her turn is
governed by the system administrator. &



& Generation of risk maps

The RiskMan system calculates, using the R‘FMEA method, risk
factors for a given crisis event on the territory of a given mayoralty
by means of the data input for area, objects likely to be damaged in
the area and, as well, technical facilities. By means of integrating the
risk assessments by mayoralties, the risk factors for a given event
are calculated for the territory of the respective municipality and,
thus, geographic maps of risks by mayoralties and by municipalities
are generated.

The example of a risk map of Rousse Municipality shown below
uses colour coding in green, yellow and red to designate the risk for
a crisis event, flooding, for each mayoralty in reference to which
information was collected using the RiskMan system. The green,
yellow and red colours mean respectively low, moderate and high
risk, calculated as an integrated assessment for the respective crisis
event in the respective mayoralty; the values and the crisis event
are given on the left-hand column next to each of the figures. The

low risk has a RPN factor value of zero to 70, the moderate, from
and including 70 to 240, and the high, from and including 240 and
greater. Similar maps were also developed for Gotse Delchev
Municipality. &
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. [lo6pe nownu B NHTepHeT caiiTa Ha npoekT RiskMan!
lavano

3a npoekta

) RiskMan npeacTaenaea VTepHeT-6a3Hpana CHCTEME 3a PTHCTRAUNA, BHIYANU3ALMA W NONIBZHE Ha A3HHN M aHAMMIM C
REFMEA Heropa 33 MOKHTOPHHT W NPEBAHTHRHO PECYPCHO YPABNEHUE HA PHCKE OT MPHPOAHK BeacTama u ce

3a cucrenara pa3paboTea N0 MPOEKT, WHHUNADEH 0T [uMKaBHaTa areUA 3a MHDOPMaUKOHHN TeXHonorun i cobuienms (JAUTC) -

TeHepauuA Ha kapiu  Cera VSMuHATENHE areHui ,ENeKTpoHHU COOLUNTENHK MPEXH I UHDOPMALKOHHN CHCTeMH” Kuit MUHHCTEPCTBOTO Ha
[ho . TpaHcnopra, uHQOPHALMORHITE TEXHONOTMY W CbollLeRUA. CHcTemaTa e paspaboTeHa OT rpynia excriepTi T pasanusin
OpraHH3aLMy Nog Koop, 'a Ha AreHLHA 33 YCTORYHBO PasauTie M eapomHTerpaums - AYPE ¢ yuacTveTo Ha

Hoeuku HAKONKO NapTH0pa. CHcTemaTa RiskMan nossonsea cuiupaneto 1 0Bo6iiaganero no pailowh Ha ZaHKH 3a PHCKa 1

PEI:VPEH W BPB3KN TeHAEHUMATA 33 NPOMAHETA Ha PHCKA OT PasNNYHA KPUSUCHA CbﬁVITHH, KGro Hanp. npupoegHk GEF\LTBMH - HABOAHEHHS,
[ TOpCKW NOXapW, 3eMETPECEHUS, CBNAYNLLA, 3acyLIaBaKe, W ap. Cbﬁ[JEHMTE [AaHHK 33 30HU Ha NOPAXEHNe W 33
NOAAPEXKS HA TEXHHUECKH CHOPEXEHNSA (KETD MOCTOBE, AWTH, YKPenBaHHA 1 /J,[JJ ce nﬂnﬁu.\aaar W GETOMATHYHO ce
W34HCRAEET h3KTOPHTE Ha PUCKa OT ONEReneno MpupoaHo GeacTaie 3a AadeHo KieTcTeo, ofluiva i obnact.
HUHVHEHWE PE3YNTaTH Ce U3NO/3BAT 33 M3IOTBAHE Ha FEUFDEd}CKM KapTH Ha puCcKa 0T TOBa GEF\LTBME 33 CpoTBETHATA
TepHTOpHS.

MapTHLOpU

Kowtakmn

Vznon3eaKeTo Ha MkTepheT-BasupanaTa cicTema RiskMan AaBa BLIHOKHOCT 32 JeUEHTPAKIHPaHO HabpaHe Ha
(AaHHK N0 KMETCTBa 3@ UﬁI.LMHMTE B PEHVGHMKE Ebﬂl’ﬁplﬂﬁ, Karo ynpaeneHHeTo Ha NPOLECE N0 KMETCTEA (e H3BLPILBE B
CBOTBETHATA ﬂﬁU.LVIHE. or ChﬁpEHﬁTﬁ MH(‘]DW\\ELLWH Ce MBUYNCNABAT MHTETPHPAHUTE DLEHKN Ha PHCKE 33 pasnnuHuTe
BAA0BE KPHBHCHM CBOHTHA 1 2BTOMETH3MPEHO C& WMPAX/AT KAPTW HA PUCKA W NPOMAHETE Ha pUCKa No KMETCTBA,
0BLUHH W 06NaCTH, KOHTO HOFaT A3 C2 HINON3BAT KAKTO OT ALXKEEHATA BOMHHNCTPALNA 33 NAZHUPEHE Ha HEPKA 33
HaManABaHe Ha CbLLECTEYBALLNA PUCK, TAXHATA EltEKTMBHULT W CNefeHe Ha M3MBAHEHNETO UM, TAKa N 0T YaCTHM
0praHn3aLmK Npk HaMepexns 3a MHBECTHDaHE.

Ha caifTa We HaMepiTe HHQOPNAWAA 32 NPOEKTA M NAPTHBOPHTE N0 HETQ, 33 CHCTeMaTa RiskMan, KakTo W noneaHi
BPE3KH, PECYPCH M KOHTAKTH. 33 A0CTEN A0 NOCTEAHaTa BepckA Ha RiskMan wpakneTe TyK.
© AVPE 2008-2010, BCUUKN NPaBa 3aMazeHH,

ATEHLLIA 3A YCTOIUUBO PA3BUTUE I EBPOUHTEMPALLIR - EKOPETUOHU (AYPE)

& Where to find us

Lilyana Tournalieva, Roumen Berberov

Executive Agency for Electronic Communication Networks and
Information Systems, Ministry of Transport, Information Technologies
and Communications

Address: 5, Gourko Street
Sofia 1000
Tel./Fax: (+359 2) 949 28 05
E-mail: Iturnalieva@daits.government.bg,

rberberov@daits.government.bg

Agency for Sustainable Development and Euro-integration (ASDE)

Address: 9, Kokiche Street
Sofia 1164
Tel./Faxc: (+359 2) 470 90 75
E-mail: info@riskbg.bg, help@riskbg.bg
Web: http://riskbg.org

BAASDE

www.asde-bg
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